
Chapter 1–caAERS Installation

Chapter 1 caAERS Installation

The steps described in this chapter for installing caAERS assume the database install process steps have already been completed and that a postgres caAERS database already exists according to those procedures)

Steps assume that an X-windows emulator has already been set correctly setup on the App Node in order to run the caAERS install process.

Step 1:  Download the caAERS Installer

1. Navigate to the Release Staging Directory in GForge

This will need to be replaced with Production Staging link for the end users. 

https://gforge.nci.nih.gov/plugins/scmsvn/viewcvs.php/trunk/ccts/releases/1.1rc1/?root=ccts
2. Select the caAERSInstaller.jar file.

3. In the next window right click on the Download link and select Save Link As option

4. Save this file to the local desktop and then download this to the APP Server.

5. On the App Server:

>cd $HOME

>mkdir caAERSInstaller

>cd caAERSInstaller

Download the caAERSInstaller.jar file to this directory.

Step 2:  Run the caAERS Installer

6. Execute the following commands:

>chmod +x caAERSInstaller.jar

>java –jar caAERSInstaller.jar

This starts the loading self extractor process. The following screen appears:
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Once the installer has completed the Extraction process, the following screen opens:
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7. Click Next.

8. Accept the License Agreement on the License Conditions Screen:
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9. Click Next.  Select PostGres as the Database Type:

[image: image4.png]@ s

Choose database vendor

Database Type: © Postares
© oracle





10. Click Next. 
11. Enter the database information:
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12. Click Next.

13. Define the path location where the rules repository will reside.  The default is 

/local/home/tomcat-app/caAESR/rules/rules_repo

Notice the caAESR versus caAERS.  In the sample screen shot, this has been updated to caAERS.

The Directory that is specified in this path must already exist on the App Node.  If it does not, create this directory path on the App Node first.
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14. Click Next.

15. Set up the Configuration for WebSSO:

· Authentication Mode : Select <WebSSO>

· WebSSO server URL:  This is the url for WebSSO as determined in earlier install steps

Example: https://cbvapp-d1009.nci.nih.gov:28443/cas    

· WebSSO server certificate: This is the path to the certificate file (cacerts) created using the java program InstallCert when building the App Node.

Example: /usr/local/java/jdk1.5.0_10/jre/lib/security/cacerts

· Host Certificate : This is the path &filename for the host certification (cert.pem) file for the physical server that the APP node resides on

Example: /home/tomcat-app/certificates/cbvapp-d1029.nci.nih.gov-cert.pem

· Host Key : This is the path &filename for the host key certification (key.pem) file for the physical server that the APP node resides on

Example: /home/tomcat-appcertificates/cbvapp-d1029.nci.nih.gov-key.pem

· Acegi URL: This is the physical server:port for the APP Node which caAERS will run on.  In this string, only the servername:port must be updated.  The remainder of the string /caAERS/j_acegi_cas_security_check should remain as defined  

Example: https://cbvapp-d1009.nci.nih.gov:8443/caaers/j_acegi_cas_security_check    

· Study Consumer URL Do not modify the default values.
· Registration Consumer URL:  Do not modify the default values.
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Note: This screen shot does not have a valid Acegi URL defined – see instructions above.

16. The next screen indicates that the caAERS installation and setup will be run.  Select Next and continue the install.
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The following screen appears:
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17. Click the Install button to begin the install process.  

18. Click the Show Details button to monitor the status of the install:
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The installation is NOT complete until the Finished pop-up window opens:
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19. Click the OK button and the installer automatically closes.

Step 3:  Add CCTS User to the caAERS database

Add the CCTS User created in the GAARDS UI tool (cctsdemo1@nci.nih.gov) to the caAERS database by performing the following steps:

20. Open your postGRES SQL tool (possibly pgAdmin III – free postGRES database tool) and connect to your ccts database:
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21. Select the SQL Tools and copy the below sql to the query window:

· Insert into csm_user (user_id, login_name, first_name, last_name, password,email_id,update_date) 

· values

(-6, 'cctsdemo1@nci.nih.gov', 'ccts', 'admin', '56nit3oKigG8j2uyHEABIQ==','cctsdemo1@nci.nih.gov', '2008-08-15'); insert into csm_user_group

(user_group_id, user_id, group_id)

values

(-11, -6, -1);

insert into csm_user_group

(user_group_id, user_id, group_id)

values

(-12, -6, -2);

insert into csm_user_group

(user_group_id, user_id, group_id)

values

(-13, -6, -3);

insert into csm_user_group

(user_group_id, user_id, group_id)

values

(-14, -6, -4);

insert into csm_user_group

(user_group_id, user_id, group_id)

values

(-15, -6, -5);

22. Select the Execute Query Arrow
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If successful, the following message displays in the Output pane:

Query returned successfully: 1 rows affected.

Step 4:  Update the Shared files in the cabig directory

During the C3PR installation, a backup copy of the csm.jaas.config and ApplicationSecurityConfig.xml files were copied to $CATALINA_HOME/conf/cabig/Config_backups.

After completing the installation of caAERS, it is necessary to incorporate the content of the backup files into the updated files under $CATALINA_HOME/conf/cabig folder that were updated during the caAERS install.  

Perform the following to update the baseline files with the file content in the Config_backups folder:

>cd $CATALINA_HOME/conf/cabig/Config_backups

23. View the content of the csm_jaas.config file – it should contain information similar to the following (with center specific information for the database url, user and password):

c3pr {

    gov.nih.nci.security.authentication.loginmodules.RDBMSLoginModule required

    driver="org.postgresql.Driver"

    url="jdbc:postgresql://cbiodb580:5458/ccts_c3pr"

    user="ccts_admin"

    passwd="ccts_admin"

    encryption-enabled="YES"

    query="SELECT * FROM CSM_USER WHERE LOGIN_NAME=? and PASSWORD=?"

    ;

};

24. Select all and copy the entire contents of the file to include the closing }; and open the csm_jaas.config file for editing.  

25. Insert the entire contents of the backup file with the C3PR information after the closing }; for the caAERS entry. 

26. Save the file.

27. Repeat this same process for the ApplicationSecurityConfig file. Copy the entire contents for the c3pr application.  Select all (Highlight) and copy the entire contents of the backup file and insert into the current ApplicationSecurityConfig.xml file.  This content should be inserted just above the closing <application> in the current file under $CATALINA_HOME/conf/cabig.  

<application>

            <context-name>

                c3pr

            </context-name>

            <authentication>

                <lockout-time>

                    10000

                </lockout-time>

                <allowed-login-time>

                    30000

                </allowed-login-time>

                <allowed-attempts>

                    10

                </allowed-attempts>

                <authentication-provider-class>

                    <!-- Fully qualified class name-->

                </authentication-provider-class>

            </authentication>

            <authorization>

                <authorization-provider-class>

                    <!-- Fully qualified class name-->

                </authorization-provider-class>

                <hibernate-config-file>

                    <!-- Fully qualified file path -->

                    /usr/local/tomcat-5.0.28.app/jakarta-tomcat-5.0.28/conf/cabig/c3pr.hibernate.cfg.xml

                </hibernate-config-file>

            </authorization>

        </application>

Save the file.  

Your file should now look like this:

<security-config>

    <upt-context-name>

        <!-- Context Name for the UPT Application -->

        csmupt

    </upt-context-name>

    <application-list>

        <!-- For every application using the security api an entry should be made here -->

<application>

            <context-name>

                c3pr

            </context-name>

            <authentication>

                <lockout-time>

                    10000

                </lockout-time>

                <allowed-login-time>

                    30000

                </allowed-login-time>

                <allowed-attempts>

                    10

                </allowed-attempts>

                <authentication-provider-class>

                    <!-- Fully qualified class name-->

                </authentication-provider-class>

            </authentication>

            <authorization>

                <authorization-provider-class>

                    <!-- Fully qualified class name-->

                </authorization-provider-class>

                <hibernate-config-file>

                    <!-- Fully qualified file path -->

                    /usr/local/tomcat-5.0.28.app/jakarta-tomcat-5.0.28/conf/cabig/c3pr.hibernate.cfg.xml

                </hibernate-config-file>

            </authorization>

        </application>

<application>

            <context-name>

                c3pr

            </context-name>

            <authentication>

                <lockout-time>

                    10000

                </lockout-time>

                <allowed-login-time>

                    30000

                </allowed-login-time>

                <allowed-attempts>

                    10

                </allowed-attempts>

                <authentication-provider-class>

                    <!-- Fully qualified class name-->

                </authentication-provider-class>

            </authentication>

            <authorization>

                <authorization-provider-class>

                    <!-- Fully qualified class name-->

                </authorization-provider-class>

                <hibernate-config-file>

                    <!-- Fully qualified file path -->

                    /usr/local/tomcat-5.0.28.app/jakarta-tomcat-5.0.28/conf/cabig/c3pr.hibernate.cfg.xml

                </hibernate-config-file>

            </authorization>

        </application>

    </application-list>

</security-config>

Step 5:  Make New Backups of the config files

Make a new backup copy of two files under the $CATALINA_HOME/conf/cabig folder. Perform the following commands to make the file backups for the ApplicationSecurityConfig.xml and the csm_jaas.config files:

>cd $CATALINA_HOME/conf/cabig

>mkdir Config_backups

>cp ApplicationSecurityConfig.xml Config_backups/.

> cp csm_jaas.config Config_backups/.
Step 6:  Restart the Tomcat container on the App Node

28. Restart the Tomcat container to start caAERS in the APP Node.

>cd $CATALINA_HOME/bin

>./shutdown.sh

29. Wait for the thread to terminate and then start the service again

>./startup.sh

Step 7:  Review the Log Files

>cd ../logs

>tail –f catalina.out

· Review the log file to see that the service comes up successfully.

Step 8:  Verify URL Login Capability

Test the caAERS happy page url to verify the installation of the caAERS application:

30. Open IE7 or Firefox 2.0.0.16 and enter the url for the caAERS happy page validation:

https:// {servername:port } /caaers/pages/admin/happy

where { servername:port } is the physical server and port assigned for the APP node.

Example: https://cbvapp-q1009.nci.nih.gov:8443/caaers/pages/admin/happy
31. This directs you to login through the CAS single sign on.  Enter the userid and password for the CCTS user created in the GAARDS UI and added to the postGRES database for caAERS:

Userid:  cctsdemo1@nci.nih.gov
Password:  Ccts123!

32. Select the Dorian service and then select the Login button.

If successful, a screen similar to the following appears:

(In this example the email configuration has a Fail status because a valid email address does not exist for the ‘dummy’ user created.)
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Step 9:  Install the caAERS Rules

Install the caAERS rules:

33. Download the caAERS rules https://gforge.nci.nih.gov/plugins/scmsvn/viewcvs.php/docs/rules/1.5/?root=caaersappdev to a local folder and then unzip the file.  The following rule files are contained in the zip file:
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34. Login to caAERS with the default userid (cctsdemo1@nci.nih.gov)

35. On the Tab menu, select Rules on the main menu:
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36. When this window opens, select the Import Rules submenu item in the red/orange section to open the following window:

[image: image17.png]) caAERS | | Import Rules

He g uev ey todnals Dbt
G @ T [0 meiomosstsspising

7 (Lunvesd) Yoot Wl 535 mesbocom © NCICB GRoge: cBIG e Trie Suta 20 icsa W s - Seve - Hosi Shor S| €, caAERS || Import Rl -

Advanced,

[Administration, LuAguanced

Rule setmifile :

hpsilbapp-41009:3443fcaserspagesfulefmport chvappao0s4 &




37. Browse to the location where the rules were saved, select the file and then select the Import button.  

Once the Rules are successfully imported, the following window opens:
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Or a window with more detailed information, based on which rules were imported:
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38. Repeat this process to import all rule files provided with the 1.1 release.  This completes the caAERS install process.  Proceed with 15-CCTS PSC Installation Process.

Step 10:  Create a New Folder for caAERS to ServiceMix Install

Create a new folder under the $HOME folder to configure AdEERS to ServiceMix. 

>cd $HOME

>mkdir adEERSmix

>cd adEERSmix

Step 11:  Download Service Mix for AdEERS .Zip File 

39. Navigate to the Release Staging Directory in GForge

This will need to be replaced with Production Staging link for the end users.
https://gforge.nci.nih.gov/plugins/scmsvn/viewcvs.php/trunk/ccts/releases/1.1rc1/?root=ccts
40. Select the caaers-apache-servicemix312.zip.

41. In the next window right click on the Download link and select Save Link As option

42. Save this file to the local desktop and then download this to the APP Server.

43. On the App Server, download the caaers-apache-servicemix312.zip file to this directory.

Step 12:  Install the ServiceMix for AdEERS communication

Unzip the caaers-apache-servicemix312.zip file by performing the following:

>unzip caaers-apache-servicemix312.zip
This creates the caaers-apache-servicemix312 folder under the adEERSmix folder.

Step 13:  Download the Keystore File for AdEERS

44. Navigate to the Release Staging Directory in GForge

This will need to be replaced with Production Staging link for the end users.
https://gforge.nci.nih.gov/plugins/scmsvn/viewcvs.php/trunk/ccts/releases/1.1rc1/?root=ccts
45. Select the adeers-keystore directory and then select the caAERS-AdEERS file.

46. In the next window right click on the link and select Save Link As.

47. Save this file to the local desktop and then download this to the APP Server under the $HOME directory.

On the App Server, download the file:

>cd $HOME

Once complete the following file should exist under $HOME:

-rw-r--r--   1 tomcat-app tomcat-app  1488 Oct  2 11:55 caAERs-AdEERS.htm

Step 14:  Start the AdEERS to ServiceMix Service

48. To start the AdEERS to ServiceMix service, navigate to the bin directory where the adEERS zip file was downloaded and unzipped to in Step 12:

>cd $HOME/adEERSmix/caAERS-apache-servicemix312/bin

49. Perform the following:

./servicemix &

This starts the ServiceMix service in the background mode so that the cursor functionality can be regained on the screen.

The AdEERS to ServiceMix communication is set to use the default port of 61617.  

IMPORTANT! Please restart servicemix whenever tomcat is restarted and vice versa.

Step 15:  Review the ServiceMix to AdEERS Log File

Review the log file for ServiceMix to verify that the service started successfully.  These log files are located under: 

$HOME/{installfolder}/bin/data/log

where {installfolder} is the location where the caaers-apache-servicemix312.zip file was unzipped

Example: /local/home/tomcat-app/adEERSmix/caaers-apache-servicemix312/bin/data/log









